Abstract-M-commerce is one of the main branches of e-commerce. The banking industry is among the leading sectors in adopting and utilizing the Internet and mobile technology on consumer markets. Mobile banking is a subset of electronic banking which underlies not only the determinants of the banking business but also the special conditions of mobile commerce. The development of electronic banking and mobile banking services via multiple channels has made it possible to create new kinds of added value for customers. However, in spite of their advantages, both are facing some challenges as well. One of these challenges is the issue of security of these systems. This paper presents security of these systems using Random LSB steganography and cryptography method. The proposed method is more safe and secure instead of using either steganography or cryptographic method. This paper shows secure and invisible communication in M-banking as well as e-banking. In this paper instead of direct sending information, it is encrypted first using encryption algorithm and then this encrypted information is processed to hide into an image using a password so that stego-image contains hidden message which is not in plaintext form. Another important point is that encrypted information is hidden into an image using "Random LSB Steganography" that is embedding data in non sequential LSB insertion pattern so that it is unintelligible and difficult to detect. The stego-image is put on a web site then the URL of the web site is sent to the user. After receiving the URL, the user downloads the picture by a special program. The user can extract information from the picture only if the password entered is correct. This information will be in encrypted form user will decrypt it using the decryption algorithm so that user will get required information. The proposed scheme has been implemented using J2EE language for e-banking and J2ME language for m-banking. Our implementation supports all java enabled mobiles for m-banking application.
I. INTRODUCTION
Electronic banking and Mobile banking are seen as one of the most successful business-to-consumer applications in electronic commerce and mobile commerce [2] . The use of e-banking and m-banking especially in developed countries has grown rapidly. Low fees, time savings and freedom from time and place [9] have been found to be most important elements of e-banking and m-banking. These services are easy to use [8] , convenient and compatible with lifestyle [7; 4] , speed of service delivery is fast [8] . Electronic banking significantly changed the way in which many customers accessed their bank account.
Banks greatly support this not only because they could meet their customer's need for convenience but also because of the enormous economic impacts in replacing a high-cost channel (bank clerks) through a low-cost channel (a central web server) for simple transactions, with the additional benefit of eliminating the necessity for a media conversion. Since users considered their mobile phone as a personal trusted device making it to an integral part of their lives and most of these devices became Internet-enabled, the regular conclusion was the transformation of banking applications to mobile devices as the next step of electronic banking development.
For mobile banking, the advantages even go much further than for electronic banking: The high penetration of mobile phones reaches all social levels, mobile applications disband the limitations of electronic banking as they allow for a use anytime-anywhere and the subjective and objective security of the device is higher than that of a personal computer [3] .
There are two types of services offered in e-banking and m-banking, i.e. A) Notifications and alerts and B) Information, in which the bank sends messages containing information or notification needed by the customer. Although the protocols in the network have increased the security of these messages and prevent disclosure of this information as far as possible, this paper presents a new method for improving security of these messages by using steganography and cryptography method together.
Steganography is an art of hiding information. The goal of steganography is to have invisible communication in completely undetectable manner whereas the goal of cryptography is to secure communication from an eavesdropper. Images are ideal for information hiding [12] because of the large amount of space is created in the storing of images. Steganography consists of methods of transmitting secret messages. These secret messages are transferred through unknown cover carriers. In this method before hiding message into a cover-image; message is encrypted first by using AES algorithm and then this encrypted message is processed to hide into an image so that stego-image contains hidden message which is not in plaintext form. Another important point is that we are hiding encrypted message into an image using "Random LSB Steganography" that is embedding data in non sequential LSB insertion pattern so that it is unintelligible and unreliable to detect. JPEG compression can serve as a "watermark" or unique fingerprints and you can detect very small modifications of the cover-image by inspecting the compatibility of the stegoimage with the JPEG format [10] . Image compression techniques are extensively used in steganography. Among the two types of image compressions, lossy compression and lossless compression, lossless formats offer more promises. Typical examples of lossless compression formats are CompuServe's GIF (Graphics Interchange Format) and Microsoft's BMP (Bitmap) [13] .
In this work, for e-banking we are using BMP format and for m-banking we are using GIF format.
A. LSB in BMP for E-Banking
When images are used as carrier in Steganography [ Figure  1 ] they are generally manipulated by changing one or more of the bits of the byte or bytes that make up the pixels of an image. The message is stored in the LSB of one color of the RGB value. A BMP is capable of hiding quite a large message [ Fig. 2] .
B. LSB in GIF for M-Banking
The amount of information that can be hidden in GIF images [ Fig. 3 ] is less as compared with BMP Images. Embedding information in GIF images using LSB technique [ Fig. 4 ] results in almost same as those of embedding in BMP.
III. ALGORITHM
Normally in e-banking and m-banking user requests such as credit balance of the account. Information is sent directly after the user request. While sending information directly it is possible that hackers might access and disclose the user's information.
In our method instead of direct sending information in plaintext form we are encrypting this information using "Advanced Encryption Standard" algorithm and then encrypted information is hidden into the picture by using password and "Random LSB Steganography algorithm". This stego-image is placed in another website and address of that website is sent to user. User downloads the picture from website. User extracts information from picture by using password then user gets information in encrypted form. User decrypts information so that he gets result. These methods act as follows; 
A. Encryption Algorithm
The encryption algorithm that we used is the AES Rijndael algorithm [11] . AES Rijndael is an iterated block cipher, meaning that the initial input block and cipher key undergo multiple transformation cycles before producing the output. The algorithm can operate over a variable-length block using variable-length keys; a 128-, 192-, or 256-bit key can be used to encrypt data blocks that are 128, 192, or 256 bits long, and all nine combinations of key and block lengths are possible. The algorithm is written so that block length and/or key length can easily be extended in multiples of 32 bits, and the system is specifically designed for efficient implementation in hardware or software on a range of processors.
AES Rijndael is a substitution-linear transformation network with 10, 12 or 14 rounds, depending on the key size. A data block to be encrypted by AES is split into an array of bytes, and each encryption operation is byte-oriented. AES's round function consists of four layers. In the first layer, an 8x8 S-box is applied to each byte. The second and third layers are linear mixing layers, in which the rows of the array are shifted, and the columns are mixed. In the fourth layer, subkey bytes are XORed into each byte of the array. In the last round, the column mixing is omitted. The AES Rijandael implementation was taken from the Legion of the Bouncy Castle cryptographic package [14] which provides a Java implementation for the algorithm.
In our application we used a block size of 16 bytes processed with 128-bit keys: this proved to be the best combination for operation on J2ME devices due to the speed and memory limitations of such devices.
The client and the server use two 128-bit keys, one for each direction of data travel. That is, one key is used to encrypt the data in the client and decrypt it in the server, and the other is used to encrypt the data in the server and decrypt it in the client. At the start of every client session, the server randomly generates this pair of keys and stores them in the client's specific entry in the database. The server then encrypts these session keys using the client's 64-bit pin code padded to a 64-bit shared secret known to the client and the server.
B. LSB Steganography
This method hides information in the least significant bits of pixels. In this method each byte of information is hidden in two pixels. For hiding information a byte is divided into a eight bits. By using password two pixels are selected in which a byte of information is hidden. An algorithm in [1] is used to select pixels to hide data.
In this algorithm image is segmented into n block of m pixels. A block is selected according to password and the information is hidden in an empty pixel of this block. The algorithm for selecting a block and an empty pixel in that block as follows:
If the selected block starts with the pixel number x and has m pixels then the number of last pixel is x+m-1. This algorithm uses an array of size m+1 for remembering empty pixels of current block. This array contains the number of pixels having no data. The last cell of the array is the total empty pixels in the current block. According to the password, an empty pixel is selected and the last empty pixel number is copied to this array cell. After this operation the total number of empty pixels on the block decreases by one. This method is also used for selecting a block to hide the information in itself. After selecting the pixels we hide a byte within them. Each pixel has three colors (RGB), and the information is stored in the LSB of these colors.
IV. IMPLEMENTATION
The application we designed and implemented provides a prototype solution for securing sensitive data. This section presents a brief discussion of the design starting with the client environment and moving on to the server environment. In this paper we are describing implementation of m-banking service.
A. The Client Environment
On the client side we used the J2ME wireless toolkit 1.0.4 [6] provided by Sun. The wireless toolkit is a set of tools that provide J2ME developers with the emulation environments, documentation, and examples to develop MIDP-compliant applications. Developers are thus able to check the valid operation of their applications before deploying them on actual physical devices. The MIDP application is packaged inside a Java archive (JAR) file, which contains the application class and resource files. This JAR file is actually downloaded to the physical device (mobile phone) along with the Java application descriptor file.
In the client environment user sends request, receives address of website on which picture is saved, downloads picture, extracts information from picture and decrypts information to get required results. After these operation user can do banking services like account balance, transaction, ministatement, cheque etc. During internal and external transaction user has to give password which user used at the time of extracting information from an image. If password is wrong then transactions get failed.
B. The Server Environment
To benefit from a pure Java solution, we implemented the server-side application in accordance with the J2EE specifications [5] . Servlet classes are packaged in a web archive (WAR) file and deployed on the J2EE application server. We used the J2EE reference implementation server version 1.3.1 provided by Sun. The database server we used is the Microsoft SQL Server.
The Java Servlets communicate with the database using the well-known Java database connectivity (JDBC) API and the new javax.sql package. Some of the services addressed by the javax.sql package are connection pooling, distributed transactions and data source retrieval using logical names. Instead of loading the specific JDBC driver each time we want to connect to the database, we used the Java naming and directory interface (JNDI) to retrieve the data source using its logical name from a JNDI-complaint directory service on the J2EE server.
In the server environment there is authentication Servlet to authenticate client, service Servlet which provides services requested by client like account balance, transaction, ministatement, cheque etc. This environment also contains encryption program and lsb encoding program.
V. ADVANTAGES 1. This method is compatible with many types of mobile phone. 2. In this method before steganography in the picture, encrypted information is encoded by a password therefore if person manages to extract information from the picture he will not be able to decode it without having the password. 3. In this method the information is never placed on the internet. Thus, the possibility of disclosure of information is very low. 4. In this method use of combination of steganography and cryptography provides strong secure and invisible communication. 5. The Random LSB steganography algorithm advantages are: a. Message is embedded in non sequential LSB insertion pattern so it is difficult to detect LSBs in which message is embedded. b. Because the password is used, it is difficult to detect the information hidden in the image. c. The decoding program uses a few kilobytes of memory. Also the program is fast enough. 6. For each access to bank service we are using security code which is known to that particular user.
VI. CONCLUSION
In this paper authors shown that security of e-commerce and m-commerce has been improved using random LSB steganography and cryptography method together instead of using either steganography or cryptography. Steganography algorithm can be changed based on the requirements of concerned m-banking system. Also, we can choose the encryption algorithm depending upon the processing time required to encrypt the information. This method can be used on all types of java enabled mobile devices.
